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INTERNET STVARI

« 1982 - avtomat za pijaco
« 1990 - opekac za tople sendvice
« 1999 - prvic uporabljen izraz IoT

2008-2009 - internet stvar| postane resnicnost
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Pametni Telefon IOT Senzor ARM platforma
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BILLIONS OF DEVICES
50

INCEPTION

0 . .
1988 1992 1996 2000 2004 2008 2012 2016




. USTVARJAMO
PRIHODNOST PRILOZNOSTI

Kongresnl center Bernardin, Portoroz
11 in 12. aprll 2017

2016 - NAPADI POSTANEJO RESNICNOST
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Spletna stran OVH Podjetje za gostovanje DYMN DNS ponudnik
Krebs on Security
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Username/Password Manufacturer Link to supporting evidence

admin/1234 56 ACTi IP Camera hitps.//ipym.comireports/ip-cameras-defauli-passwords-directory

root/anko ANKQO Products DVR hitp/iwww coivforum comiviewtopic php?f=3&t=44250

root/pass Axis IP Camera, et. al hitp:/iwww.cleancss.com/router-default/Axis/0543-001

rootivizxv Dahua Camera /! B i ?topic=

root/888888 Dahua DVR = fi ?topic=

root/666666 Dahua DVR http:/fwww.cam-it.org/index.php?topic=5035.0

root! TujMko Ovizxv Dahua IP Camera - fi ?topic=

roat/7ujMko0ad min Dahua IP Camera = fi ?topic=

666666/666666 Dahua IP Camera hitp://www.cleancss.com/router-default/Dahua/DH-IPC-HDW4300C

rootidreambox Dreambox TV receiver hitps://www.satellites .co.uk/forums/threads/reset-root-password-plugin.101146/

rootfzhxx EV ZLX Two-way Speaker? ?

root/juantech Guangzhou Juan Optical

rootixc 3511 H.264 - Chinese DVR

root/hi3518 HiSilicon IP Camera

root/kiv1 23 HiSilicon IP Camera

rootkiv 12 34 HiSiicon IP Camera

rootjvbzd HiSilicon IP Camera

root/admin IPX-DDK Network Camera

rootsysem 1QinVisionCameras, et al

admn/meinsm Mobotix Network Camera

roots43 21 Packetd VOIP Phone, et. al J00g ‘
root/00 00 0000 Panasonic Printer hitps://www.experts-exchange.com/questions/26194395/Defauli-User-Password-for-Panasonic-DP-C405-Web-Interface. hitml
root/realtek RealTek Routers

admn/11111 11 Samsung IPCamera hitps:/ipvm.comireports/ip-cameras-default-passwords-directory

root'xmhdipc Shernzhen Anran Security Camera | https:/iwww.amazon.com/MegaPixel-Wireless-Network-Surveillance-Camera/product-reviews/BOOEBGFNDI

admn/smcadmin

SMC Routers

rootfikwb

Toshiba Network Camera

ubntfubnt

Ubiguiti AirOS Router

SUpPENVISoNsupenvisor

VideolQ

root/<none>

Vivatek IP Camera

admin/1111

Xerox pnnters, et al

rootZte521

ZTE Router
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ODKRITE RANLIJIVOSTI

« SCADA vodovodni sistem
« Ranljivosti avtomobilskih sistemov
« Medicinske naprave

« Kamere, V|deorekorderJ| domaC|
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ZAGOTAVLIANIJE VARNOSTI

Fizicha varnost

— OhiSja naprav

— Moznost samodejnega ukrepanja
Varna zasnova naprav
— Identifikacija

— Digitalno podpisovanije
— Varno kodiranje

— Komunikacija

Nadzor naprav

— IOT platforme

— SIEM sistemi

ZascCita podatkov
— Kriptiranje
— Tokenizacija
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QUICKSTART SERVICE STATUS DOCUMENTATION

ID: (gyr2d3)
1 Policies
+ Default Connection Security
202 Set the default security level that is applied to all devices. You can then add custom connection security for specific devices.
'& Specify the default conmaction security levels to use for all device types that are not configurad separataly in the Custom Connection Security section. You can view the number of

devicas that are affected and the pradicted level of compliance.

Mote: The device number and predicted compliance values are estimates based on a report that runs at varying intervals.

TLS with Token Authentication ' Refresh Compliance

Default Security Level

(I

Devices in organization

TLS with Client Certificate Authentication

(0)

Devices in Default Security |
TLS with Client Certificate AND Token Authentication

&

Predicted Compliance @

TLS with either Client Certificate OR Token Authentication

)

Custom Connection Security

You can add custom connection security to apply different security level to specific devices. The predicted compliance value is updated to reflect the default settings and
the customn settings.

+ Add Devica Type @ No available device types
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PRIPOROCILA

- Privzeta gesla morajo biti spremenjena ob prvi uporabi.

- Vse naprave morajo uporabljati priporocila dobre prakse
uporabe SSL protokola.

* Privzeta uporaba HTTPS protokola.
« Preverjanje naprav in aplikacij za varnostne ranljivosti.

« Nenehno posodabljanje sistemov in odprava varnostnih
ranljivosti.

« Vsa programska oprema mora biti digitalno podpisana.
« Urejena dokumentacija in zagotavljanje podpore strankam.






